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How media competition fuels the spread

of misinformation
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Competition among news sources over public opinion can incentivize them to resort to misinformation. Sharing
misinformation may lead to a short-term gain in audience engagement but ultimately damages the credibility of
the source, resulting in a loss of audience. To understand the rationale behind news sources sharing misinforma-
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tion, we model the competition between sources as a zero-sum sequential game, where news sources decide
whether to share factual information or misinformation. Each source influences individuals based on their credi-
bility, the veracity of the article, and the individual’s characteristics. We analyze this game through the concept of
quantal response equilibrium, which accounts for the bounded rationality of human decision-making. The analy-
sis shows that the resulting equilibria reproduce the credibility-opinion distribution of real-world news sources,
with hyperpartisan sources spreading the majority of misinformation. Our findings provide insights for policy-
makers to mitigate the spread of misinformation and promote a more factual information landscape.

INTRODUCTION

Controlling information provides a substantial advantage in politi-
cal and economic spheres, driving media corporations and political
elites into fierce competition. To assert dominance, these actors use
various strategies, such as targeting specific audiences or promoting
inclusivity by presenting diverse viewpoints. However, some resort
to deceptive tactics, including the spread of misinformation, ru-
mors, and sensational narratives, to capture public attention (I, 2).
The use of misinformation for political gain is a long-standing prac-
tice. For example, Octavian, the founder of the Roman Empire, used
propaganda to smear the reputation of his rivals by circulating false
stories about them (3).

Contrary to the widespread belief that social media is the primary
source of misinformation, research indicates that online fake news
reaches only a limited audience. In contrast, the widespread exposure
and internalization of misinformation among the general population
underscore the substantial role of public figures and traditional me-
dia channels in its dissemination (4). Several factors contribute to
this issue, including the inherent news value of fake news, which
tends to attract attention (5). Beyond its harmful societal conse-
quences, misinformation also poses a strategic risk to its propagators
(6). Over time, as the public becomes increasingly wary of potential
deceit, its response to the information shared by low-credibility
sources diminishes. Growing skepticism can lead many to perceive
the news source as unreliable, resulting in a gradual loss of interest in
its reporting.

Over the past decade, researchers have increasingly studied mis-
information, focusing on its production (4, 7, 8), dissemination
(1, 5, 9), detection (10, 11), and countermeasures (12-15). However,
the influence of news source competition on public opinion and the
production of misinformation remain poorly understood. We adopt
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a distinct approach in comparison to the existing literature. Instead
of exploring a single instance of fake news and its spread through
social networks (13, 16), we choose to study the long-term effects of
frequent misinformation dissemination and its impact on the infor-
mation landscape.

Despite the continued relevance of traditional media, the rise of
social networks has transformed the information landscape (17),
challenging the monopoly of traditional media. Thus, incorporating
social media into competition modeling between news sources is cru-
cial. To model this competition, we use opinion dynamics modeling,
which is a widely accepted modeling method for the flow of informa-
tion and the evolution of individual opinions over time (18-20). We
assume that news sources share information with a constant frequen-
cy. This assumption stems from empirical research suggesting that
media organizations operate in a continuous cycle, driven by content
demand in addition to the occurrence of newsworthy events (21, 22).
Thus, although newsworthy events do not occur at a regular rate,
news outlets prioritize frequency and predictability in their coverage.
To simplify the behavior of news outlets, we model news dissemina-
tion as a discrete-time decision-making problem, where each source
can decide whether to disseminate misinformation or factual infor-
mation at each news cycle. While this model is a simplification of the
real-world behavior of news outlets, it is sufficiently detailed to mod-
el the competition between news outlets for public attention at each
news cycle and the trade-offs of spreading misinformation.

We hypothesize that fake news and misinformation have an in-
trinsic news value, which attracts a broader audience (4, 23). We
base the proposed model on the assumption that while the dissemi-
nation of fake news can provide short-term attention, its prolonged
circulation ultimately erodes community trust, leading the public to
question the credibility of news sources (24). To model opinion dy-
namics in scenarios where news sources disseminate misinforma-
tion, we first formally define the credibility of a news source based
on the probability of choosing a random article from the source in
question to be truthful. We then use a mixture of source credibility
and the article veracity to determine its influence on individuals.

We assume that articles influence individuals based on their opin-
ion and susceptibility—the ability of individuals to critically assess
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both the origin and reliability of the news content with which they
engage—as well as the source’s credibility, its opinion bias, and the
article’s veracity. In our model, individuals are skeptical of both the
source’s credibility and the content of the article they receive. As a re-
sult, even resistant (low-susceptible) individuals can be influenced by
misinformation from credible sources (see Fig. 1, B and C). Although
this assumption differs from the classical definition of susceptibility,
it accurately reflects the behavior of the general public in consuming
news (25, 26).

We analyze how competition between news sources drives misin-
formation dissemination by modeling interactions as a zero-sum
game. In this setup, two players—each controlling a set of ideologically
similar sources—strategically determine their information dissemina-
tion tactics. We analyze the quantal response equilibrium within this
framework, which provides a generalization of the Nash equilibrium
that incorporates an additive entropy regularization term to account
for randomness and bounded rationality in human decision-making.
Our findings indicate that the equilibria highlight four critical phe-
nomena. First, the equilibrium replicates the credibility-opinion dis-
tribution of real-world news sources seen in Fig. 1A. In particular, the
model predicts that hyperpartisan media disseminates more misinfor-
mation compared to centrist ones. Second, it demonstrates existence
of an arms race between news sources, i.e., when one player increases
sharing misinformation, the equilibrium forces the opposing player to
do the same, amplifying the spread of misinformation. Third, it ex-
plains how the dissemination of misinformation can contribute to the
polarization of the opinion distribution and the formation of echo
chambers. Finally, it demonstrates that while reducing public sus-
ceptibility and penalizing the media for misinformation can reduce
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polarization, these measures may not necessarily lower overall com-
munity exposure to misinformation.

Our main contributions are threefold:

1) Modeling misinformation dynamics—We introduce a model
that examines how the credibility of the news source and the dis-
semination of misinformation shape public opinion over time. This
extends misinformation research beyond isolated fake news inci-
dents to broader, long-term trends.

2) Analyzing competitive incentives—By studying the equilibri-
um, we reveal how competition among news sources can incentivize
misinformation spread, offering insights into how sources determine
information integrity.

3) Evaluating policy interventions—We assess potential strategies
for policymakers to mitigate opinion distribution polarization and
public exposure to misinformation based on equilibrium outcome.

For consistency;, it is essential to establish a clear definition for
the fake news, misinformation, and news source since these terms
have different meanings in various contexts. We define fake news
and misinformation as any news or information that is partially or
entirely incorrect, sensational, and distributed to manipulate the
public. Our definition of a news source includes persons (e.g., po-
litical elites on social media) and organizations (e.g., media corpora-
tions) that frequently publish content to a mass audience. Therefore,
this paper employs news sources rather than media to encompass a
wider range of news-sharing platforms.

The paper is structured to first introduce the model in which
news sources can disseminate misinformation to gain additional at-
tention at a cost to their credibility. We then examine the competi-
tion over public influence by analyzing the underlying equilibrium.
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Fig. 1. News sources gain additional attention when sharing misinformation. (A) Credibility with respect to political bias for 223 news sources from Ad Fontes media
bias chart (59). The hyperpartisan sources are less credible compared to the centrist ones. (B) Normalized media influence intensity with respect to news source credibil-
ity and individual susceptibility. Credibility becomes irrelevant for susceptible individuals. (C) Visualization of how credibility and disseminating misinformation affect
individuals with different levels of susceptibility. Green users are resistant to misinformation, while yellow users are susceptible. The opacity of the arrows increases with
increased influence. Sources with high credibility (blue) have notable influence over all users, even when disseminating misinformation. Sources with low credibility (red)
have almost no influence over less susceptible individuals; however, disseminating misinformation substantially increases their influence over susceptible individuals.
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Finally, we conclude with a discussion on intervention strategies
to foster a more balanced information environment and enhance
public discourse.

Related works

Causes and consequences of misinformation

The existing research on the causes of misinformation aims to identify
the driving political (27), social (28), and psychological (29) reasons
behind misinformation propagation. The oldest treatises discussing
the political use of misinformation can be traced back to the Renais-
sance. However, with widespread news sharing via social media and
the abundance of online data, there has been a surge in recent research
on the causes of misinformation. Misinformation propagates readily
between users over online social networks (5, 18). However, Tsfati
et al. show that mainstream media also remains to be among the main
propagators of misinformation (4), necessitating the inclusion of
mainstream media outlets” influence in misinformation models. Re-
cent studies also highlight the role of political elites in community
exposure to misinformation on online platforms (30, 31), and how it
spreads (1). Understanding the mechanisms and motivations behind
the spread of misinformation by different entities is still in its infancy
(4). Additionally, research on recommendation algorithms demon-
strates their role in shaping network structures, inadvertently rein-
forcing echo chambers that amplify misinformation (32). To this end,
we use game theory and opinion dynamics models to provide a math-
ematical explanation for the stakeholders” decision-making and why
they resort to sharing misinformation.

Reflexivity, the ability of users to reflect on the source and accu-
racy of the news they consume, is one of the main factors in misin-
formation propagation that is more influential than partisanship
(29). Our model incorporates reflexivity as an innate susceptibility
parameter, which describes how much each user gets influenced by
low-credibility sources and misinformation. The innate susceptibil-
ity of users is the main driving factor in misinformation propagation
in nonpolitical topics such as COVID-19 rumors (33, 34). Neverthe-
less, political leaning is still a factor in the propagation of politics-
related misinformation, as users tend to receive news from sources
that are close to their opinions (35, 36).

Game theory

Game theory provides a mathematical framework for studying in-
teractions in a competitive environment (37). Recent advances in
sequential decision-making and reinforcement learning enabled
the solution of complex Markov games with many players (38-40).
These advancements opened a previously unidentified venue to study
decision-making in realistic scenarios such as social interactions.
Recent research presents a mathematical model for the motivation
behind users sharing misinformation on social media, analyzing
through a multiplayer Bayesian game and extensively studying the
resulting equilibrium for possible solutions (23, 41, 42).

Research studies apply evolutionary game theory to optimize stra-
tegic interventions by governing bodies to combat misinformation
during crises like COVID-19 (16). Researchers model misinforma-
tion dynamics, demonstrating that interventions such as pre-bunking
and accuracy nudges can shift equilibrium outcomes toward reduced
misinformation spread (43, 44). Beyond intervention strategies, the
concept of misinformation games reveals how misunderstandings of
game rules alter strategic outcomes, offering deeper insights into
misinformation propagation (45). Pre-bunking strategies further en-
hance resistance by exposing individuals to diluted deceptive tactics,
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improving media literacy, and resilience against fake news (46).
Game-theoretic models also examine the interaction between misin-
formation producers and consumers, showing that engagement often
arises from factors beyond accuracy concerns. Misinformation pro-
ducers strategically mix true and false content to maximize engage-
ment, exploiting cognitive biases and attentional constraints (42, 43).

While existing research examines online misinformation and the
cognitive factors driving its spread, the role of competing news out-
lets in shaping public exposure to misinformation remains underex-
plored. To address this gap, we propose a mathematical framework
that models competitive interactions among news sources and ana-
lyzes how misinformation shapes these dynamics.

Opinion dynamics

Traditional opinion dynamics models provide insights into social net-
work behaviors, from polarization to consensus. The voter model (47)
simulates opinion adoption through random interactions, while the
DeGroot model describes belief updates based on weighted averages
of neighbors’ opinions (48). Notable extensions include the Friedkin-
Johnson model (49), which accounts for individual biases, and the
bounded confidence model (50), which restricts interactions to those
with similar opinions. Although these models focus on microlevel in-
teractions, public opinion is also heavily shaped by news sources such
as influencers, political elites, and media corporations (51).

Here, we model opinion evolution in a multilayered network,
where news sources act as external forces shaping public opinion (51).
In addition, we introduce a mechanism that captures how disseminat-
ing misinformation increases the attention of a news source at the cost
of its credibility. By integrating these modifications into established
opinion dynamics models and resolving the equilibrium of competi-
tion among news outlets, we show that key characteristics of social
network evolution such as misinformation exposure distribution and
credibility-opinion curve for news sources naturally arise.

Existing studies explore opinion dynamics and learning in social
networks, examining how belief systems evolve through Bayesian and
non-Bayesian mechanisms and how network structures shape consen-
sus and misinformation spread (19, 20). Recent research investigates
the complex interplay between media outlets and social consensus
(52), showing that different communication strategies can lead to frag-
mented public opinions (53). Some studies also frame competition for
public influence as a zero-sum game, analyzing equilibrium outcomes
based on available information (54).

This paper presents a mathematical model that explains how com-
petition among news sources can incentivize the deliberate spread
of misinformation. Rather than analyzing isolated misinformation
events on social media, we focus on the sequential decision-making
processes of news sources and their long-term impact. By computing
game-theoretic equilibria in this competitive setting, we demonstrate
that rational decision-making can lead news sources to propagate
misinformation. Drawing on these insights, we propose strategic in-
terventions to shift equilibria toward fostering a more reliable and
trustworthy information ecosystem.

METHODS

Opinion dynamics in presence of misinformation

Various models explain the spread of fake news and rumors on so-
cial media (9, 55). Although these models provide an estimate for
the spread of a single instance of misinformation—such as how sci-
entific rumors spread in social networks (9)—they do not address
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repetitive exposure to misinformation on individuals. Studies high-
light that repetitive exposure to misinformation can create illusory
truth for individuals (56, 57), which can lead to the spread of misin-
formation (58). This paper focuses on how news sources strategi-
cally use misinformation to capture public attention rather than
its reach.

To understand the influence of misinformation on public opinion,
we assume that news sources can share misinformation to boost en-
gagement, gaining additional influence over public opinion at the ex-
pense of damaging their credibility and diminishing their influence
over skeptical individuals over time (35). We use three main concepts
to model this phenomenon: the source credibility, individual suscepti-
bility, and the persuasive appeal of misinformation. The rapid expan-
sion of social media has transformed communication dynamics and
the way individuals consume news, challenging the monopoly tradi-
tional media once held over the information ecosystem. In response,
we propose a model that accounts for both individual-to-individual
and source-to-individual interactions within a population. Figure 1C
show the key interactions in the proposed model and demonstrate the
differing influence of sources with different credibility spreading fac-
tual news or misinformation. Note that the influence of news on indi-
viduals differs based on the source credibility and news content, as
well as individuals’ susceptibilities. We emphasize that our definition
of news source encompasses traditional media, elites, and influential
groups frequently disseminating information.

We consider a population of N individuals, each holding opinion
x! € X C R, interacting among themselves and with M news sources.
News sources have fixed opinions y™ for allm € [ M ]. For integer P,
we define the set of all positive integers up to P by [P] := {1, --- ,P}.
We denote the opinion of all N individuals and all M sources by vector
x =[x}, -, xN| € RV andy, = [y}, -+, yM]| € R, respectively.
Source credibility
We assume that the opinions of a news source remain static, and the
evolution of individual opinions does not influence it. Sources
choose to disseminate factual news or misinformation at each time
step. While distributing misinformation can attract a broader audi-
ence and potentially gain more influence over individuals due to its
sensational nature, it also carries a risk. The public may perceive the
news sources that frequently share misinformation as unreliable.
This perception of untrustworthiness diminishes their impact, par-
ticularly affecting their influence on a skeptical audience.

We define the credibility of a source based on the frequency with
which it disseminates misinformation. This definition is consistent
with the credibility assessment methodologies used by media evalu-
ator companies, such as Ad Fontes Media and the Media Bias/Fact
Check websites (59, 60). These organizations assess the credibility of
the news source by randomly sampling the news distributed by each
source and evaluating the reliability of the sample information. In the
proposed model, source m, in time step ¢, take action a" € {0,1},
where a* = 0 indicates disseminating misinformation and a" = 1
indicates distributing factual news. We denote the credibility for
source m, by c!", which evolves by the following convex combina-
tion rule

(1
where A € (0, 1) represents the memory parameter for the com-
munity. When A is close to 1, the public has a strong long-term
memory. In this case, the public continues to associate news sources
with low credibility for past misinformation, even if their current

ey = A+ (1=May
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content is factual. Conversely, when A takes values close to zero, it
suggests that the public tends to forget the actions of news sources
quickly. Equation 1 illustrates how disseminating misinformation
diminishes credibility, while sharing factual news slightly enhances
it. We assume that all news sources are initially deemed credible,
with an initial credibility score of ¢j* = 1for every sourcem € [ M ].
Individual susceptibility

Not everyone evaluates information equally. Some individuals care-
fully consider a news source’s credibility and the accuracy of an article
before forming judgments, while others disregard these factors en-
tirely (33). To model individual reflection on sources’ news, we use
susceptibility, denoted by s’ € [0, 1], for each individuali € [N ].
Susceptibility quantifies the vulnerability of individuals in the in-
formation they receive (26). The higher susceptibility, the more
likely an individual will be influenced by low-veracity information
or less credible sources. For example, an individual with s=1
would accept information only based on its opinion regardless of
its source or accuracy, while those with low susceptibility prioritize
credibility and accuracy in their assessments. This model captures
arealistic spectrum of responses to news and misinformation. Here,
we set the individual susceptibility based on beta distribution, i.e.,
s' ~ B(p,,p,)foralli € [N ], wheref,, p, > 1are shape parameters.
When B, /B, =1, the resulting probability density function be-
comes symmetric. B, /B, = oo or B, /B, — 0 indicates the average
shifting toward 1 or 0, respectively.

We assume that individuals consider both a news source’s credibil-
ity and the veracity of the article it shares (61). Skeptical individuals
tend to verify each piece of news independently, but are still more
likely to accept misinformation from a credible source than from an
unreliable source (62). This assumption captures the broad influence
of trust in real-world news consumption (63). Our model simplifies
news consumption by focusing solely on the interplay between source
credibility and individual susceptibility. Future work could explore
how different individuals process news in more detail, as people gen-
erally fall into one of four categories based on their susceptibility to
true or false information (24): (i) the cynical or obstinate audience,
(ii) the gullible audience, (iii) the biased or deluded audience, and (iv)
the discerning audience. These groups, in turn, become uninformed,
confused, misinformed, or well-informed.

Opinion evolution

We model the overall force that influences the opinion of individual
i by the result of cumulative interaction forces between other indi-
viduals and i (social influence) combined with the forces of news
source on i (media influence). We model the evolution of opinion
through a discrete stochastic process given by

K= A%gwxf—x{l ) (€ =x)

. ~ J/
Social influence
. )
+ o 2wl =y als) (Y =) +ow,
Bt m=1
. J/

Media influence
where w! are scalar independent and identically distributed random
variables drawn from normal distribution, N'(0, 1), and ¢ > 0 de-
notes the strength of disturbance. The disturbance models unknown

interactions within or outside the community that affect an individual’s
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opinion. Non-negative scalar functions ¢ and y model interaction
forces for social and media influence, respectively. We normalize the
interaction forces to ensure a unitary effect over all individuals
by A7 = T, ¢(1xi=x]l ) and B = T, w(1xi=y"] ' af, )
The parameters a, b > 0 model the amplitude of media and social
influence on individuals, respectively. Various choices of ¢ could re-
cover mainstream models, such as DeGroot model (48) for ¢(r) = 1
and bounded confidence (50) for ¢(r) = l[o,d](")~ Here, we con-
sider the exponential decay interaction (64), i.e., $(r) = exp(—Kr)
for some k > 0. We specifically select the exponential decaying in-
teraction function to effectively model homophily—the tendency of
individuals with similar opinions to associate with and influence
each other more than those with differing views. Therefore, in this
model, two individuals with the same opinion exert a notably higher
influence on each other’s opinions than those with divergent opin-
ions. This approach reflects the natural propensity for like-minded
individuals to reinforce each other’s beliefs, amplifying the homo-
philic effect on the evolution of opinions.
Misinformation impact
Modeling interactions between news sources and individuals is more
complex than modeling individual-to-individual interactions, espe-
cially given the varying effects of source credibility and article verac-
ity on individuals with different susceptibility levels. Misinformation
often attracts a larger audience due to its sensational and controver-
sial nature (1, 2), but it can undermine a source’s credibility, particu-
larly among skeptical individuals. Since credibility strongly influences
a source’s impact, especially among skeptics, news sources face a di-
lemma: expand their influence through misinformation or risk dam-
aging their reputation.

To this end, we model the influence of news sources based on the
interplay between the source credibility, article veracity, and indi-
vidual susceptibility by

y(r,c,a,s) = exp( —K f(a)g(c,s, a)r) (3)

where f(a):=1+na for some misinformation gain n>0 and
gle,s,a)=1+((1-o.c— maa)(l — ) for some credibility gain § > 0.
The function f models the boost in immediate influence a media
has on the public when it disseminates misinformation and sensa-
tional news aimed to attract a broad audience. Misinformation gain
1 determines the additional influence a source gains through shar-
ing misinformation.

We define the function g(c,s,a) := 1 + {(1-w.c—m,a)(1—5) to
capture how both the credibility of a news source and the veracity of
an article influence individuals. This reflects the tendency of indi-
viduals to evaluate both the article itself and the source from which
it originates. The weights @, and ®, represent a weighted average
based on the news consumption habits of the population con-
strained by o, + , = 1. Setting w, = 1and o, = 0 implies that indi-
viduals consider only the credibility of the source. Conversely,
®, = 0and ®, = lindicate that individuals assess only the content of
the article, disregarding the source entirely.

People tend to accept news from sources that have similar
opinions (65, 66). We model this effect by letting the media influ-
ence multiplier y decay exponentially with the distance r between
the opinions of the source and the individual. This model ensures
that individuals are most influenced by news sources whose opin-
ions align closely with their own. € > 0 indicates the level of influ-
ence that news sources have in general over the public. In general,

Aminietal., Sci. Adv. 11, eadu7743 (2025) 18 June 2025

news sources have access to a broader audience, and thus, we can
assume K < k.

Figure 1B illustrates the intensity of the media influence with re-
spect to the susceptibility of individuals and the credibility of a news
source when @, = 1and @, = 1. The susceptibility of individuals be-
comes irrelevant when the news comes from a highly credible source
(c =1). However, information distributed by low-credible sources
has less influence on skeptical individuals. Credibility gain & reflects
the penalty applied to sources with low credibility. This design un-
derscores how the interaction between news source credibility and
individual susceptibility shapes the overall effect of media influence.
Misinformation exposure
The proposed model considers the possibility of news sources dis-
seminating misinformation. Therefore we can assess individual ex-
posure to misinformation, effectively estimating their reliance on
misleading and sensational narratives (31). Misinformation expo-
sure measures the probability that an individual is exposed to mis-
information shared by sources over time. To this end, we define the
misinformation exposure score for each individual, i, during T
duration by

(4)

T M
1 S

G X 2 e a)
=0 m=1

where e *%~" measures the chance that individual i hears the story
shared by source m.

Through this paper, we assume that the network includes N = 500
individuals and M = 10 sources unless otherwise stated. The initial
distribution is randomly selected from the distribution p,, where p,
is assumed to be uniform with support X. Weletn=1and £ =2
represent the attention gained through sharing misinformation
(misinformation gain) and the attention lost for being perceived as
untrustworthy (credibility gain), respectively. The homophily coef-
ficient, for the user-user, is set by k = 20, and for the user-media
by K = 5, assuming that news sources have a stronger homophilic
influence, We let a = b = h, where h = 0.1 and noise amplitude is
c=0.1 \/ﬁ . We assume that source credibility and article veracity
have equal weights on assessments of individuals, i.e., w. = ®, = 0.5.
The susceptibility is distributed by a beta distribution with shape
parameters §; = 3and f, = 2.

Public opinion evolution
After a news source shares information, fact-checking based on avail-
able information becomes feasible. We assume that information about
the credibility of news sources are public and accessible to all stake-
holders. We define the state as the information about all individuals’
opinions and sources credibility, represented by q, = [xt ;€ ] Realis-
tically, estimating every opinion is infeasible; thus, we assume that
news sources can access only the discretized distribution of opinions.
This assumption stems from the fact that capturing public opinion
typically relies on time-consuming and expensive methods such as
surveys and polls, which only estimate opinion distributions. We di-
vide the opinion space into ! equal intervals and report the number of
users in each interval divided by the population size by z, € R. Each
source can observe o, = [zt ;¢ ] and decide to disseminate misinfor-
mation through strategy n™ (o, ), by choosing an action a™ ~ ™ (o, ).
Figure 1A presents the real-world credibility and opinion distri-
butions of 223 news sources collected from the Ad Fontes Media
Group’s media bias dataset (59). It illustrates a trend where centrally
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placed sources are deemed most credible, while radical sources are
more likely to disseminate misinformation. If news sources adhere
to a fixed policy, they will converge to stationary states. In this
case, the credibility score represents the probability of sharing fac-
tual news, i.e., ¢ = P(a" =1). Thus, the credibility distribution in
Fig. 1A provides a ground-truth stationary policy to which to com-
pare the credibility and opinion distributions of the other possible
player policies.

Figure 2 shows the distribution of opinions after t = 200 steps un-
der a consistent policy 7™ (o, ) = x™ for all m € [M]in two scenarios.
In the first scenario, news sources strictly limit misinformation,

Opinion(x)
o
1

Opinion(x)

Susceptibility(s)

0 1
Opinion(x)

sharing only factual content with occasional errors (Fig. 2, A to D). In
the second, hyperpartisan sources spread substantially more misin-
formation than centrist sources (Fig. 2, E to H). When misinforma-
tion dissemination is minimal, public opinion converges toward
consensus, reflecting interactions largely free of false information.
Distribution of public opinion becomes polarized when news
sources adopt the strategy reported by Ad Fontes Media, as shown
in Fig. 1A. Initially, all sources have the same credibility ¢’ =1 for
all m € [M], making the articles they share seem believable, despite
their veracity. At this stage, misinformation affects all users equally,
allowing dishonest sources to attract both susceptible and skeptical
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Fig. 2. Opinion distribution becomes polarized when news source strategies for disseminating misinformation reflect real-world policies. (A and E) Evolution of
opinions among N = 500 individuals corresponding to two different strategies. (B and F) The radius of the circles correspond linearly to overall media attention. (C and
G) Snapshots of susceptibility and opinion distribution over time stepst = {0, 100, 200, 300, 400}. (D and H) Overall misinformation exposure, I, with respect to opinion
bias. Unbiased individuals are exposed to considerably less misinformation in comparison to others.
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individuals. As a result, partisan sources quickly establish echo cham-
bers that encompass a broad audience. Over time, as the credibility of
these partisan sources declines, skeptical individuals shift toward the
center, while susceptible users remain within echo chambers. If skep-
tical individuals generate enough momentum, this shift can depolar-
ize the community. However, as illustrated in Fig. 2E, even with
influence from centrist sources, such migration often fails to prevent
stable echo chambers. The results highlight that misinformation can
help in forming and sustaining echo chambers, particularly under di-
verse, nonuniform strategies that mirror real-world dynamics.

Although the proposed model shows that the opinion distribution
becomes polarized when news sources share misinformation based on
realistic strategies, it does not capture all aspects of polarization. Here,
polarization manifests itself primarily as the formation of echo cham-
bers, aligning closely with partisan sorting (67). Although the findings
highlight misinformation as a possible factor in the polarization of
opinion distribution, other factors, such as legal systems, homophily,
heterophobia, and individual persistence, may also contribute (68).

Figure 2 (B and F) illustrates the final credibility of news sources
based on their opinions and their strategies regarding misinforma-
tion. The size of each news source reflects the total attention it re-
ceives, given by Zf\il ;- In Fig. 2B, where misinformation sharing
is limited, the centrist news sources attract the most attention. How-
ever, under policies mirroring real world, Fig. 2F shows that partisan
news sources dominate media attention, despite their lower credibili-
ty. This phenomenon aligns with the observation that partisan news
sources can attract more attention than centrist ones, despite having a
weaker reputation and a greater tendency to spread misinformation.

In Fig. 2 (D and H), we analyze the final misinformation exposure
of the population. When news sources prioritize factual reporting,
overall misinformation exposure remains low. Conversely, when
source policies reflect real-world scenarios, individuals with radical
opinions have substantial exposure to misinformation. These results
are consistent with studies on misinformation exposure on platforms
like Twitter (31), demonstrating that the proposed model effectively
captures various aspects of misinformation dissemination. Although
the results highlight several phenomena, such as the formation of
echo chambers in the presence of misinformation and the distribu-
tion of misinformation exposure for individuals, they do not explain
why news sources adopt strategies such as those depicted in Fig. 1.
Understanding the competitive dynamics among news sources that
foster misinformation dissemination is crucial for designing policies
to reduce overall misinformation exposure. We delve deeper into the
decision-making processes of news sources, exploring how competi-
tion for public influence can lead to the spread of misinformation.
This investigation will aid in developing more informed and effective
media regulations and public policies.

Equilibrium concept

In the previous section, we discussed the interplay between news
sources misinformation dissemination and public opinion evolu-
tion. To understand the decision-making processes of news sources
in sharing misinformation, we extend this analysis to investigate
their strategic behaviors as they compete to increase their influence
on public opinion (23, 69). We conceptualize this competition as a
zero-sum game, where two players, L, R, each controlling half of
the sources, vie for public opinion. Specifically, we consider sources
on either side of the political spectrum as coordinated teams seeking
to increase their respective parties” influence.

Aminietal., Sci. Adv. 11, eadu7743 (2025) 18 June 2025

The player L controls the news sources with y™ <0, i.e,
me M, = {1, ---,M/2}, while the player R controls the sources
withym<0 ie,me Mp={M/2, - ,M}. We denote af € A,
and al € A as the vector of actions taken by the player R and L,
respectlvely Each player has 27 p0551b1e actions to choose from and
takes actions based on a policy 7* (a* | q,), where * € {R,L}. The
players want to shift public opinion in their favor by maximizing
the population with similar opinions and minimizing those with op-
posing opinions. We formulate the competition as a zero-sum game,
given by

: k
max min J = [E[Zkly r(xk,ck)],
(2)Vie[N],
1, Vme[M],
Xg~ Py, € =1

s. t. (5)

where player L wants to maximize, and player R wants to minimize
the cost function J and v is the discount factor. We draw the initial
distribution of opinions, x;, from the uniform distribution p,. The
players want to steer the public opinion in their direction. Therefore,
we define the running cost, (-, - ): RY x RM — R, by

sm

Mz

Xt’ Ct

(6)
i=1

The parameters @ := - and & := 5 represent the strength of the
opinion and the steepness target where players aim to change public
opinion. Increasing @ shifts the maximum of the reward function to-
ward the center, with the reward peaking at x = 1when w = %. Mean-
while, 8 controls the rate of change in the reward function; increasing
it leads to a rapid and steep increase or decline in rewards. Figure 3A
illustrates various candidates for the reward function. Since the objec-
tive of each player is to radicalize the community, individuals who are
likely to swing between parties are undesirable as they can shift alle-
giances effortlessly. To address this aspect, we set § := 5. This adjust-
ment ensures that the rewards are considerably smaller for individuals
in the swinging region and higher for those more radically aligned.
This approach incentivizes players to focus their efforts on solidifying
and expanding their base of radical supporters, thereby maximizing
their influence within these segments. In addition, changing w allows
us to tune the level of radicalized players as we aim. Note that the cost
function outlined in Eq. (5) does not impose direct penalties on dis-
seminating misinformation or the credibility of news sources. In-
stead, it indirectly penalizes misinformation dissemination over time
through credibility erosion, which manifests as a diminished influ-
ence on individuals with low susceptibility.

To measure the polarization of opinion distribution, we use the
bimodality coefficient (70), ¢, defined by

G+l
X4

7)

where 5 and x, represent the skewness and kurtosis for the opinion
distribution. A bimodality coefficient smaller than BT := g suggests
that the distribution is likely unimodal, indicating little to no polar-
ization of the opinion distribution. Conversely, a coefficient greater
than this threshold indicates a multimodal distribution, suggesting
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Fig. 3. Different candidates for the reward functions and actions. (A) The players seek to radicalize public opinion in their favor and minimize the influence of the op-
ponent. The exponent of the reward function controls players’ preference for radicalization. Larger exponents (red, green) indicate a stronger preference for radicalized
public opinion. (B) Each player selects their actions, from one of the given action templates, to enable scalability.

substantial polarization. This measure helps to evaluate the effec-
tiveness of sources strategies in influencing public opinion, particu-
larly in terms of polarization.

Quantal response equilibrium
Human decision-making often deviates from complete rationality
(71, 72). Similarly, media corporations and influential groups run by
humans can make irrational and sometimes random decisions. Rec-
ognizing that the Nash equilibrium does not capture bounded ratio-
nality, we adopt the quantal response equilibrium to model the
probabilistic nature of human decision-making (73, 74), which pro-
vides a generalization of Nash equilibria to scenarios where players
necessarily have some randomness in their strategies. For the re-
mainder of the paper, we use the term equilibrium to refer to quan-
tal response equilibrium, unless otherwise stated.

For two given policies p and p’, we define the Kullback-Leibler

divergence from p to p’ by
mm)
' (a)

KL(plly') = Y n@ log<

To model bounded rationality, we assume that each player’s pre-
ferred policy has a bounded Kullback-Leibler divergence from a ref-
erence policy T. We add rationality constraints to the game (5) to
model the competition with bounded rationality.

A prominent technique to solve the game with a rationality con-
straint is to use Lagrange multipliers, that is, integrating the con-
straint into the objective function and transforming the original
problem into an unconstrained equivalent (40). We then seek to find
the value function through

Vi=

]S (i Sl 1)

(®)
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where tg, and t; denote the rationality of the players. Because of the
high dimensionality of this game, solving it with optimal control
techniques is impractical. Therefore, we use the function approxi-
mation to solve for the value function, achieving a local minimum
that approximates the optimal policies for the game.

While our initial model assumes full state observability, tracking
individual opinions in practice is both challenging and ethically
problematic. Therefore, we assume in subsequent sections that play-
ers have only partial observations, reflecting real-world limitations
and ethical concerns. Although this adjustment may shift the equi-
librium from its fully observable counterpart, it results in a more
realistic model.

Limiting action space

Assuming that news sources respond instantly to each observation
is impractical, as public opinion is difficult to estimate and polling is
infrequent. More realistically, each player periodically adjusts its
general policy direction. Moreover, computing equilibria for sourc-
es that react immediately poses scalability challenges, as the action
space grows exponentially with the number of news sources.

To mitigate the curse of dimensionality, we define a finite set of
action templates, as shown in Fig. 3B. This approach simplifies the
action space by restricting players to a limited set of actions. We
evaluate the equilibrium policies of players over these action tem-
plates in two scenarios: (i) players respond immediately to each ob-
servation, and (ii) players adhere to a fixed policy throughout the
competition. In the latter case, the original Markov game (5) reduc-
es to a matrix game, enabling efficient equilibrium computation and
comprehensive sensitivity analysis.

Assuming that /3; and By, represent the set of action strategies
that the players L and R can use, respectively, as shown in Fig. 3B. We
define the zero-sum entropy regularized matrix game for complete-
ness by the following

min  p AV + —Hp) — ~HE)
v e A(B) TR T

max
n e A(By)

€
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where A € RP*? stands for the payoff matrixandp € A(B)and
Vv € A(BR) represent the mixed policies for each player, defined
respectively as distributions over probability simplex A(BR) and
A(B). We use Shannon entropy, defined as H () :== —Y, mlog(x;),
to account for the bounded rationality of players, where @ represents
an arbitrary distribution over action space. It is well known that the
equilibrium for matrix games is unique and satisfies

A
nia) = exp('rL[ V*]“) , forallae B,
Zexp(rL[Av*]b)
1 ! (10)
A
Vvia) = eXp(TR[ u*]“) , forall ae By
exp(e[An+],)
b

The above game solutions follow as a corollary to theorem 4 by
Amos (75). We use the extragradient method to find the equilibri-
um efficiently (76), by empirically estimating the payoff matrix
through 500 simulations.

RESULTS

In this section, we present the results of the media resorting to mis-
information to gain dominance over public opinion. We present the
results for hyperresponsive players who exert complete control over
each news source’s actions. Subsequently, we introduce strategies to
limit the action space, demonstrating that this approach yields a rea-
sonable approximation of the original equilibrium. We then trans-
form the Markov game into a stochastic matrix game by assuming
that players consistently select a dominant action, enabling efficient
equilibrium computation. This transformation allows for a compre-
hensive analysis of the sensitivity of various model factors.

Equilibrium computation
Figure 4B illustrates the evolution of the opinion distribution when
players, with complete control over the action space, act according

>
o

Susceptibility(s)

0
E Opinion(x)
Bo{- - - —
o] T T T
-1 0 1
Opinion(x) X

to the equilibrium. The equilibrium strategy drives news sources to
spread misinformation through hyperpartisan outlets while pre-
serving the credibility of mainstream sources. It exploits the initial
high credibility of radical sources to attract individuals early and
form echo chambers while maintaining centrist sources’ credibility
to influence the opposing party more effectively.

Computing the equilibrium for a large action space presents
computational challenges. To address this issue, we use a fixed set of
strategies that news sources can choose from. Figure 4C shows the
resulting equilibrium when players are limited to actions based on
the strategies depicted in Fig. 3B. The equilibrium for both complete
and limited action spaces results in a bimodal opinion distribution,
and the opinion distribution evolves similarly.

The optimal policy for the case where players can take arbitrary
actions, shown in Fig. 4E, drives news source credibility toward
either 0 or 1. This contrasts with the real-world credibility distri-
butions in Fig. 1A, where credibility varies smoothly with opinion.
We hypothesize two reasons for this discrepancy. First, real-world
news sources with similar political ideology often share the same
news, allowing misinformation to diffuse among like-minded
sources. This diffusion pulls the credibility of similar sources clos-
er, creating a smoother credibility-opinion distribution. Since the
proposed model does not account for such inter-source diffusion,
it produces sharp transitions in the optimal credibility-opinion
distributions.

Second, the complete action space assumes that players have
complete control over the actions of all news sources, which is unre-
alistic. Political parties have only limited influence on media news
coverage. Thus, the results for a restricted action set, shown in Fig. 4
(C and D), may better reflect real-world constraints. However, both
the complete and limited action cases exhibit a similar trend: Cen-
tral news sources retain higher credibility, while hyperpartisan
sources disseminate most of misinformation. This pattern, also ob-
served in real-world data (Fig. 1A), appears robust to action space
limitations. For the remainder of the paper, we assume that players
take actions based on the policies in Fig. 3B.

D
C 1

Time | X

gt .
1 0 1

X

Fig. 4. Equilibrium policy incentivizes hyperpartisan media to share more misinformation. The equilibrium for M? actions (A, B, and E) and nine selected action
templates (C, D, and F). Both cases entirely polarize public opinion, but the complete action achieves greater separation between peaks. (B) Evolution of opinion when
each source can choose any action at each time for the equilibrium. (C) Evolution of opinion distributions when news source actions are limited. [(A) and (D)] Final
susceptibility-opinion distribution for complete action and limited strategies, respectively.
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To better understand news sources’” decision-making, we exam-
ine scenarios where the right player takes suboptimal actions while
the left player follows the optimal policy learned during train-
ing. Figure 5 shows that when one player increases misinformation
dissemination, the other player’s optimal response is to spread more
misinformation as well. Thus, deviating from equilibrium policies in
favor of misinformation harms the community in two ways: first, by
directly increasing misinformation exposure within its own audi-
ence, and second, by prompting the opposing player to lower its
credibility, further amplifying the damage. This feedback loop, il-
lustrated in Fig. 5, reveals a reciprocal escalation in misinformation
dissemination, resembling an arms race where each player’s actions
intensify the other’s strategy.

Our results suggest that the equilibrium in Fig. 5 is stable, meaning
that different initial media credibility conditions consistently converge
to the same equilibrium state. This stability implies that if one player
deviates from the equilibrium, it is encouraged to converge back to
taking actions according to the equilibrium policy in Fig. 5C. However,
since our analysis relies on function approximation methods, which
typically yield local equilibria, more research is needed to validate the
uniqueness and robustness of this equilibrium.

Asymmetrical misinformation exposure

Empirical research on misinformation exposure on Twitter indi-
cates an asymmetric misinformation exposure between parties (31).
Our findings in Fig. 5 suggest that this asymmetry may stem from
differences in strategic use of misinformation. Although this analy-
sis aligns with the observed asymmetry of misinformation exposure
on Twitter (X) (31), it is not clear why a player might take such sub-
optimal actions.

Asymmetrical initial opinion distribution

Originally, we assumed that initial opinions were uniformly distrib-
uted throughout the spectrum, but this assumption does not always
hold. In many cases, one player starts with an advantage, forcing the
other to take drastic measures to compensate. Figure 6 (A to C) illus-
trates such a scenario, where equilibrium is determined under the
condition that one side initially has greater popularity. The results

Left player Right player B

Right: Factual
Left: Equilibrium

show that the less popular player is more likely to resort to misinfor-
mation, leading to asymmetry in misinformation exposure.

Despite this disadvantage, the less popular player still establish-
es a peak in opinion distribution, albeit smaller than the opponent.
This observation suggests that strategic use of misinformation can
help create a stronghold and prevent assimilation. In particular, the
resulting credibility-opinion curve in this scenario more closely
resembles real-world observations (Fig. 1A), where one side spreads
misinformation more frequently than the other. We emphasize
that the proposed model does not capture all aspects of media
decision-making, and further empirical studies are needed to draw
definitive conclusions.

Rationality discrepancy

Another possible explanation for asymmetric misinformation expo-
sure is a difference in player rationality. We define rationality as the
degree to which a player avoids taking random actions. An irrational
player primarily takes random actions, whereas a more rational player
makes decisions to maximize its gains. This difference in rationality
can stem from external priorities that influence decision-making in
ways unknown to us. In this case, we observe that the more rational
player exposes their followers to more misinformation, resulting in a
more hyperpartisan community compared to the opponent. Note that
the credibility-opinion curve in this scenario (Fig. 6, D to F) differs
substantially from the credibility-opinion observed in Fig. 1A. We
emphasize that this discrepancy may arise from our assumption that
irrational players take random actions. An empirical study is needed
to verify whether naive players in such situations act randomly or ad-
here to specific strategies, such as being entirely honest or dishonest.

Sensitivity analysis
News sources often follow consistent strategies, particularly before
critical events (77). Consequently, it is reasonable to assume that
each player consistently selects and maintains a predominant strategy
throughout the game. This assumption simplifies the Markov game
into a matrix game, enabling efficient computation of the equilibrium.
The computational efficiency of matrix games enables us to per-
form a sensitivity analysis on key factors, including misinformation

C D E
Right: Equilibrium
Left: Equilibrium

Right: Mixed
Left: Equilibrium

Right: Misinformative
Left: Equilibrium

Credibility(c)

-1 0 1
Opinion(x)

Misinformation exposure

Fig. 5. One player disseminating more misinformation incentivizes the other to do the same. (A) The right player deviates from equilibrium by spreading more
misinformation, while the left player responds optimally. (B) The right player avoids misinformation, resulting in a loss of influence. (C) Both players act according to equi-
librium. (D) The right player increases misinformation, forcing the other to lower its credibility. (E) The right player exclusively spreads misinformation.
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Fig. 6. Asymmetric misinformation exposure occurs when one player is at a disadvantage. (A to C) Equilibrium evolution, under the asymmetrical initial opinion
distribution. (A) Both player manage to form a peak. (C) Disadvantageous player share more misinformation compare to the other one. (D to F) Difference in rationality
can lead to asymmetric misinformation exposure. (F) Players with stronger rationality use misinformation more often.

gain, credibility gain, player rationality, and the distribution of sus-
ceptible individuals. This analysis reveals how parameter variations
affect game dynamics and outcomes. In addition, it helps predict
changes in the information landscape, assisting governments, me-
dia, and social elites to combat misinformation effectively.
Misinformation and credibility gain

Recall that &, credibility gain, assesses the influence of the credibility
of perceived sources on individuals and n, misinformation gain, de-
termines the additional influence gained from disseminating misin-
formation. Since these parameters enforce the effects of credibility
and misinformation on the community, they have a marked impact
on the equilibrium. Figure 7 (A and C) shows the bimodality coef-
ficient, g, and the average credits of news sources, ¢ := er\:ﬂ /M,
across various levels of ) (misinformation gain) and & (credibility
gain) at the equilibrium.

When we set both & and 1 to zero, i.e., the actions of the news
source are irrelevant, public opinion reaches a consensus. As misin-
formation gain increases, the optimal policies of players shift toward
more aggressive dissemination of misinformation to compete for
influence, escalating the polarization of opinion distribution and
decreasing the average credibility of news sources. When misinfor-
mation gain outweighs credibility gain, the optimal policies mirror
the real-world credibility-opinion curve. Increasing the credibility
gain or reducing the misinformation gain leads to a phase transition

Aminietal., Sci. Adv. 11, eadu7743 (2025) 18 June 2025

in the equilibrium, as depicted in Fig. 7. During this transition,
credibility gain dominates, making it less beneficial for players to
rely on misinformation for radicalization; as a result, the equilibri-
um policies reverse. The players then aim to increase the credibility
of their hyperpartisan news source and more frequently disseminate
misinformation through centrist sources.

In the second phase, players target low-susceptibility individuals
to create echo chambers, contrasting with the first phase, where they
rely on susceptible individuals. This observation indicates that in
cases where the long-term benefits of remaining credible greatly
outweigh the short-term benefits of spreading misinformation, the
players can still polarize the opinion distribution of the population
by making sure the only available credible news sources are the ones
with high biases. Thus, excessive overreliance by the public to the
source credibility can also create an information ecosystem that
the players can exploit to polarize the opinion distribution. As such,
the polarization is lowest around the phase transition region, as can
be seen in Fig. 7A.

Our findings suggest that reducing misinformation gain is more
beneficial than increasing credibility gain to advocate for a more
credible media landscape. While the results advocate for reducing
misinformation gain as a more effective strategys it is essential to ac-
knowledge the practical challenges it presents. Decreasing misinfor-
mation gain requires reducing the influence of sources on susceptible
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Fig. 7. Reducing attention gained from misinformation may cause a phase transition. (A) Bimodality coefficient for different values of misinformation gain, n, and
credibility gain, €. The green region indicates where players cannot exploit policies that lead to polarization. (B) Different snapshots of public opinion distributions.
(C) Average credibility of news sources. Blue indicates more credible. (D) Appearance of multiple gains due to misinformation and credibility gain changes.

individuals, who are the primary audience of partisan news sources.
Therefore, for a meaningful change in misinformation gain, one must
enforce it from the standpoint of radical sources. However, these
changes would weaken the grasp of these sources on susceptible users,
which makes such changes difficult to deploy in the real world.

Note that the proposed model does not incorporate all possi-
ble aspects that affect opinion distribution polarization. Therefore,
changing only misinformation and credibility gain might not be as
effective as the results of Fig. 7 predict. However, the emergence of
equilibrium policies in such scenarios is dependent on the distribu-
tion of public opinion. As a result, despite the effectiveness of the
modification of credibility and misinformation gain, the phase transi-
tion in Fig. 7 occurs if the community moves toward a unimodal dis-
tribution. More research is needed to validate whether the unimodal
distribution dictates the phase transition or whether the phase transi-
tion itself is a result of the realization of misinformation and credibil-
ity gains, and is the cause of the unimodal distribution.

Rationality

Rationality has a substantial influence on the equilibrium dynamics
and the strategies players adapt. The quantum response equilibrium
enables us to assess the outcomes across varying levels of rationali-
ty. Figure 8 demonstrates that increasing rational decision-making—
approaching the Nash equilibrium as a benchmark—drives players
toward more extreme strategies, amplifying opinion polarization.
Greater rationality enables players to exploit hyperpartisan sources
more effectively and disseminate misinformation more frequently,
reinforcing their influence.

Aminietal., Sci. Adv. 11, eadu7743 (2025) 18 June 2025

Crucially, our results indicate that viewing radical sources as less
credible is not merely irrational behavior, but a strategic adaptation.
Higher rationality improves the effectiveness of misinformation as a
tool of influence. The bimodal equilibrium opinion distribution sta-
bilizes for T > 10, making T = 10 a suitable approximation of the
Nash equilibrium while preserving the smoothness required for the
convergence of the extragradient method (76).

The use of quantal response equilibrium means that we assume
fully irrational player to share news with random veracity, i.e., there
is an equal chance to share misinformation or factual news. Howev-
er, further empirical studies are needed to validate this assumption.
For instance, one could argue that an irrational player, unconcerned
with the reward function, is more likely to share true information,
i.e., sharing misinformation only by honest mistakes. Validating such
claims is crucial, as they affect the resulting equilibrium and inform
effective incentive strategies.

Community susceptibility

As the community becomes more resilient to misinformation (i.e., less
susceptible), the opinion distribution becomes unimodal. Our results
in Fig. 9B show that when moving from a susceptible community to a
more balanced community, the average credibility of the media de-
creases. As a result, in communities with a balanced susceptibility dis-
tribution, news sources disseminate more misinformation compared to
highly susceptible communities. This phenomenon occurs because in
this scenario low-susceptibility individuals form a strong central group
and can maintain their population under partisan media sharing more
misinformation. Since this central group remains largely unaffected by
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misinformation, players must attract the remaining predominantly
susceptible users by increasing misinformation sharing.

Our results challenge the popular belief that reducing commu-
nity susceptibility necessarily leads to a more factual information
landscape. Instead, it can create a scenario in which the partisan me-
dia have greater incentives to use misinformation. However, while

the credibility of the news sources decreases in this case, the com-
munity shifts toward a unimodal opinion distribution, and conse-
quently, overall misinformation exposure decreases. More empirical
studies are needed to explore this trade-off and validate the causal
effect of the central skeptical group on the misinformation dissemi-
nation strategies of news sources.
18 June 2025
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Reducing the average susceptibility beyond a certain threshold
introduces a phase transition in the equilibrium and results in a sud-
den shift in average media credibility. Similarly to high credibility
gain, in this case, players start to exploit low-susceptible users for
opinion distribution polarization, instead of the susceptible users.
Even in communities with a balanced susceptibility distribution, the
equilibrium often remains in phase 1.

DISCUSSION

The proposed approach reframes misinformation as a long-term
strategic effort to influence public opinion rather than isolated inci-
dents. This perspective recognizes misinformation as an evolving
issue shaped by news sources, technologies, and public perception.
By modeling it as a dynamic problem, we can leverage control and
game theory to predict, regulate, and steer actors toward a more fac-
tual information landscape. This ongoing nature of misinformation
highlights the need for adaptive, long-term solutions.

Several refinements can enhance the fidelity of our model. For in-
stance, we assume that susceptibility is independent of misinformation
exposure, whereas, in reality, repeated exposure can increase suscep-
tibility, further exacerbating misinformation propagation. Another
promising direction is to incorporate the sharing of misinformation on
social networks to examine its interaction with public opinion. These
refinements highlight the value of the model as a tool for informed and
responsible decision-making in the information ecosystem.

The sensitivity analysis demonstrates that there are two possible
phases for the equilibrium. It indicates that a transition is possible if
the attention gained through spreading misinformation or the pen-
alty for low-credible media outlets increases. This transition pro-
mote a more factual media landscape and can help to reduce opinion
distribution polarization. Therefore, the proposed model allows for
investigating the effectiveness of various intervention methods to
counter misinformation. This analysis provides public policymakers
and government entities with the essential information to make in-
formed decisions about combating misinformation.

Misinformation interventions
Approaches to counter misinformation (13) include debunking (14),
fact checking (39), source accountability (2), and enhancing the re-
silience of the community to misinformation (26). Each of these in-
terventions affects specific aspects of the proposed model. Therefore,
we can utilize the detailed sensitivity analysis from the previous sec-
tion to assess the effectiveness of these strategies in countering mis-
information and determine when they are most efficient.
Debunking misinformation
Fact-checking and debunking, which involve delivering factual infor-
mation to expose misinformation, are effective tactics for combating
misinformation. However, the response of misinformed individuals
to such interventions may sometimes be different than expected (78).
Debunking targets the susceptible part of the community and aims to
deliver factual information to fight misinformed individuals. Thus, in
our model, the increase in debunking efforts correlates with a reduc-
tion in misinformation gain, represented by n. According to the re-
sults presented in Fig. 7, the current media landscape is in phase 1,
indicating that decreasing misinformation gain is a more efficient
tactic than increasing credibility gain.

Debunking requires delivering factual information to community
segments heavily exposed to misinformation. The results of Fig. 5C

Aminietal., Sci. Adv. 11, eadu7743 (2025) 18 June 2025

show that radical sources primarily influence these segments. How-
ever, most debunking efforts originate from opposing and centrist
sources (79). Thus, the likelihood of successfully reaching the tar-
geted community is low, making the reduction of misinformation
through debunking and fact-checking practically challenging in the
current media landscape. Nevertheless, if debunking originates from
sources within the same party as the audience, it can effectively reach
the misinformed section of the communities, reduce misinformation
gain, and shift the equilibrium toward reduced misinformation ex-
posure and polarization.

Source accountability

In the proposed model, credibility gain, &, enforces how individuals
resilient to misinformation are affected by information shared from
sources with low credibility. Therefore, holding sources accountable
for their actions and stressing their credibility and trustworthiness
among the public is equivalent to increasing credibility gain (80, 81).
Unlike misinformation gain, which primarily affects susceptible parts
of the community, credibility gain affects resilient individuals. There-
fore, holding sources accountable can be an effective method to in-
crease credibility gain, especially since the equilibrium in phase 1
positions low-susceptible individuals centrally, where information
about the low credibility of radical sources is plentiful. Given that the
current equilibrium corresponds to phase 1 in Fig. 7C, this strategy
decreases polarization and improves the reliability of news sources.
Thus, making media outlets and elites accountable is an efficient solu-
tion to counter misinformation, particularly for nonpartisan entities
aiming to shift the equilibrium toward a more informed community.
Community susceptibility

Our findings underscore the importance of reducing the susceptibil-
ity of the community to misinformation. Figure 9B shows that im-
proving susceptibility can lead to the formation of a low-susceptibility
group at the center, particularly under a symmetric susceptibility
distribution. The presence of this central group incentivizes news
sources to spread more misinformation to maintain influence over
the remaining and most vulnerable population. The existence of this
centrist group not only facilitates mobilization between parties but
also dampens the effectiveness of misinformation. As a result, the
susceptible portion of the community becomes increasingly hyper-
partisan. This dynamic reveals a trade-off between the distribution of
community susceptibility and media literacy.

It is also worth noting that our results emphasize the effectiveness
of educational initiatives aimed at improving media literacy and
lower susceptibility. By equipping individuals with the skills to better
assess the credibility of the information they consume, one can de-
crease the overall susceptibility to the community. While this is an
expensive and long-term solution, it discourages the players from
sharing misinformation and diminishes its potential to polarize
public opinion. Focusing on empowering individuals with knowl-
edge and critical skills is crucial for fostering a more informed and
less divided society.

Armsrace

The experimental results in Fig. 5 expose a critical vulnerability in
the current information landscape. When one player lowers its cred-
ibility below equilibrium, the optimal response for the opponent is
to increase misinformation dissemination. This dynamic under-
scores how easily adversaries can exploit the system to escalate mis-
information.

Consider a scenario in which an adversary introduces a low-
credibility source. Regardless of its ideological stance, it will disrupt
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the equilibrium by initially undermining the perceived credibility of
its affiliated party. In response, the opposing party increases misin-
formation to remain competitive, creating a lose-lose situation for
all players.

Conversely, a biased news source with high credibility will im-
prove the equilibrium by prompting competitors to prioritize factual
reporting. Promoting or supporting news sources with high credibil-
ity, even if they are biased, elevates information quality in the affiliate
party and enhances the equilibrium, prompting the other players in
the game to compete with high credibility rather than sensationalism.

Limitations

The proposed model presents an agent-based framework for exam-
ining how media competition influences misinformation spread.
Our findings demonstrate that competition for public opinion can
drive the strategic use of misinformation and incentivize partisan
media to share more misinformation. However, the proposed ap-
proach has several limitations that warrant further research. Below,
we outline these limitations at the news source, theoretical, and so-
cietal levels and discuss the scope conditions of our research.

News source level

Here, we assume that news sources hold fixed opinion and act to
maximize their party’s influence. While this assumption may hold
for large media corporations, smaller outlets often shift their opin-
ion in reaction to real-world dynamics. In addition, all news sources
pursue financial goals alongside partisan goals, leading to competi-
tion even among those aligned with the same belief. Empirical re-
search on the evolution of news sources’ opinion—what political,
economic, and social factors shape it and how the public responds
to any changes—can be crucial for understanding media decision-
making regarding content quality.

Here, we model bounded rationality by assuming that irrational
news sources take actions randomly. While this is a typical assump-
tion in game theory, it is unclear whether an irrational news source
would randomly decide to share misinformation. One could argue
that spreading misinformation requires a level of intent and ratio-
nality, meaning an irrational source may only share factual content.
Verifying this assumption would require an in-depth empirical
study on media decision-making. While media actions are relatively
easy to observe, their underlying motivations and strategic interac-
tions remain understudied.

Theoretical level

For computational feasibility, we assume that media organizations
can only share either factual information or misinformation, recog-
nizing that this simplification does not fully capture real-world me-
dia strategies. In practice, misleading content often acts as a precursor
to outright falsehoods, strategically blending partial truths with fal-
sity to obscure intent. While misinformation detection has been ex-
tensively studied, misleading content is far more difficult to identify,
as it deliberately frames facts in a deceptive manner rather than fab-
ricating them entirely.

Our model does not explicitly differentiate between misinforma-
tion and misleading content, as misleading narratives may not erode
public trust in the same way that clear falsehoods do. Unlike misinfor-
mation, which directly damages a media outlets credibility, mislead-
ing content can preserve perceived credibility while shaping public
opinion through selective framing. A more advanced framework that
models news-sharing along a continuum—where sources adjust the
degree of factual distortion—could provide valuable insights into how

Aminietal., Sci. Adv. 11, eadu7743 (2025) 18 June 2025

media organizations balance attention-seeking strategies with credi-
bility management. Incorporating this distinction would further en-
hance our understanding of how misleading narratives contribute to
misinformation ecosystems without triggering the same reputational
consequences as outright falsehoods.

Societal level

Here, we narrowed the study scope to an information landscape where
two dominant political parties shape media incentives. However, the
proposed framework has the potential to extend beyond a two-party
system and accommodate more complex information structures. This
can be achieved by expanding the opinion dimension and increasing
the number of competing players, each optimizing over a more intricate
reward function. Exploring these extensions presents an exciting oppor-
tunity to examine how different media structures—such as multiparty
systems or environments with a central media actor—affect the spread
of misinformation. Understanding these dynamics could provide in-
sights into how media architectures influence the strategic dissemina-
tion of misinformation and offer pathways to designing information
ecosystems that incentivize more truthful and reliable media.

Our results show that misinformation can serve as a tool for par-
tisan gains, and its strategic use may polarize opinion distribution.
Notably, polarization has multiple dimensions (67, 68), and further
empirical studies are needed to validate misinformation’s role across
these dimensions. Our findings demonstrate that the strategic use of
misinformation can sort the population based on individual suscep-
tibility, but whether individual susceptibility is the primary factor or
not requires further in-depth study.

Last, we emphasize that our model cannot determine whether the
strategic use of misinformation results from a deliberate malicious
act or the reinforcement of its effects over time. In other words, we
cannot explicitly label news sources that strategically use misinfor-
mation as malicious, as their decision-making may have emerged
through repeated interactions, making information distortion a nat-
ural outcome for hyperpartisan media. An in-depth cognitive study
could clarify this distinction, determining whether misinformation
stems from intentional deception or years of competitive reinforce-
ment. Understanding this phenomenon is crucial due to its consider-
able impact on designing effective incentives.
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